7. Japan Post Group Privacy Policy

n Japan Post Group Privacy Policy

Japan Post Group (“the Group”) is dedicated to providing services that can achieve a high degree of customer satisfaction. Properly protecting
and the treatment of personal information is vital to accomplishing this goal. Accordingly, the Group has established the following fundamen-
tal policy (hereinafter referred to as “the Privacy Policy”) for protecting personal information.

(1) Compliance with laws and regulations
When handling personal information, the Group complies with all
laws and regulations associated with protecting personal informa-
tion, national government policies and the provisions of the Privacy
Policy (“laws, regulations, etc.,” hereafter).

(2) Purpose of using personal information
The Group specifies the purpose of using personal information and
does not use this information beyond the scope necessary for
achieving this purpose.

The purposes for which Group companies use personal informa-
tion are listed in the privacy policies on each company’s website
and where applicable.

(3) Acquisition of personal information
The Group acquires personal information using methods that are
legal and proper.

(4) Security measures for management of personal information

The Group uses an appropriate security management system to
prevent leaks, losses or alterations of personal information. In addi-
tion, the Group properly supervises persons engaged in the busi-
ness of handling personal information, outsourcing parties and
others.

(5) Provision of personal information to third parties

Except in cases where required by laws and regulations, the Group
does not supply personal information to third parties without the
prior consent of each individual.

In cases where two or more Group companies share the same
personal information, this sharing is performed only after providing
prior notice or public announcements of items required by law.

Irrespective of the above, specific personal information shall not
be provided to third parties or shared jointly except when pre-
scribed by laws or ordinances.

(6) Procedures for requesting disclosure of personal data
The Group responds in a sincere manner in cases where there are
requests for the notification of the purpose of use or for the disclo-
sure, correction or termination of use of retained personal data as
prescribed by laws, regulations, etc.

The disclosure request procedures for each company can be
found on their respective websites and where applicable.

(7) Points of contact for inquiries

Requests regarding retained personal data set forth in the preceding
section and inquiries and requests regarding treatment of personal
information can be made to designated points of contact.

(8) Continuous improvements

The Group constantly reviews and improves its management and
handling methods for the protection of personal information in re-
sponse to advances in information technology and shifts in social
demands.

JAPAN POST GROUP  Annual Report 2018

S1BYIO I

151



152

a Sharing of Personal Data among Japan Post Group Companies

Japan Post Group began with the October 2007 privatization of
Japan’s postal system. Japan Post Group companies consist of
Japan Post Holdings Co., Ltd., Japan Post Co., Ltd., Japan Post Bank
Co., Ltd., Japan Post Insurance Co., Ltd. and several other subsid-
iaries and affiliated companies.

Each Japan Post Group company uses its respective specialized
skills to provide high-quality services. The objective is to achieve
even greater customer satisfaction.

To accomplish this goal, Japan Post Group wishes to share cus-
tomers’ personal data solely to the degree required and within the
scope explained below. This data is used to conduct business activi-
ties performed directly by Group companies or through outsourcing
parties.

The Group asks for customers’ understanding and pledges that
strict information management will be used during the shared use
of personal data.

(1) Personal data items for shared use

Shared use covers names, birth dates, addresses, telephone num-
bers and other contact information, family members, occupations
and data concerning business transactions with the Group. However,
this excludes information about materials sent or delivered by
postal mail or any sensitive information.

(2) Scope of parties involved in shared use
Shared use is limited to Japan Post Group. However, this applies only
to companies included in the consolidated financial statements, in-
cluding equity-method affiliates, of Japan Post Holdings, as pre-
scribed by laws, regulations, etc., and is limited to the following
companies:
Japan Post Holdings Co., Ltd, Japan Post Co., Ltd, Japan Post
Bank Co., Ltd, Japan Post Insurance Co., Ltd.
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(3) Purpose of use
1) Distribution of information about services and research and
development involving services
2) Decisions involving the provision of services
3) For the proper management of Group business operations
primarily for the purpose of monitoring and managing risks

(4) Name of party with responsibility for managing personal data
Japan Post Holdings Co., Ltd.

(5) Other items

1) Customer data from pre-privatization postal insurance policy
contracts will be used for insurance sales activities only after
receiving the prior consent of the applicable customers.

2) Prior consent of the applicable customers will be received
before using data on savings transactions (private financial
information) for insurance sales activities and before using
data on transactions (private financial information) involving
life insurance policies (including postal insurance) to sell sav-
ings products.



8. Japan Post Group Conflicts of
Interest Management Policy

Japan Post Group (“the Group”) conducts business activities fairly
based on laws, ordinances and internal regulations so

that the interests of customers are not unduly impaired due to
transactions that may give rise to a conflict of interest.

1. The following representative examples of companies in Japan
Post Group (“Group companies”) fall within the scope of the
Conflicts of Interest Management Policy.

* Japan Post Bank Co., Ltd.
* Japan Post Insurance Co., Ltd.
* Japan Post Co., Ltd.

2. The Group will manage conflicts of interest for the transactions
stipulated below.
(1) Transactions that may unduly impair the interests of
customers among the following transactions:
* Transaction with a customer that has an interest in one of
the Group companies based on an agreement
» Transaction with a party that has conflicting interests or is
competing with a customer that has an interest in one of
the Group companies based on an agreement

» Transaction that makes wrongful use of information gained

from a customer with an interest in one of the Group
companies based on an agreement
(2) Any transaction aside from the aforementioned that may

unduly impair the interests of the customer due to a conflict

of interest

3. The Group will select one or a combination of the following
methods and other measures to manage transactions with a
conflict of interest:

(1) Separate the business unit conducting the target transaction
and the business unit conducting the secondary transaction
with the customer

(2) Amend the terms and conditions or method of the target
transaction or the secondary transaction with the customer

(3) Discontinue the target transaction or the secondary
transaction with the customer

(4) Properly disclose to the customer that the target transaction
may unduly impair his or her interests

4. The Group will establish a department that handles conflicts of
interest independent from business departments that will
specify target transactions and properly manage conflicts of
interest. In addition, the Group will educate and train executives
and employees so that they comply with laws, ordinances and
internal regulations set down regarding the management of
conflicts of interest.

5. The Group will continuously review its management stance
regarding conflicts of interest and strive to make improvements.
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9. Japan Post Group Information

Security Declaration

Services provided by Japan Post Holdings Co., Ltd., Japan Post Co.,

Ltd., Japan Post Bank Co., Ltd. and Japan Post Insurance Co., Ltd.
as Japan Post Group are used by a large number of customers.
We believe that information about these customers must be
strictly managed, and the services used by customers must be
absolutely safe.

We understand that information security is essential for

customers to use our services with confidence. Our activities reflect
this awareness of the importance of information security. We place
priority on the following items in order to manage information
about customers safely and to protect this information from leaks
and alterations resulting from unauthorized access and from
disruptions in services caused by accidents, natural disasters and
other events.

conducting information security activities.

awareness.

information security activities.

1. Japan Post Holdings Co., Ltd., Japan Post Co., Ltd., Japan Post Bank Co., Ltd. and Japan Post Insurance
Co., Ltd. will establish information security policies and follow the policies for the purpose of

2. We will conduct a continuous information security training program for the purpose of maintaining a
strong awareness among employees of the importance of information security and reinforcing that

3. We will conduct continuous inspections of information security activities and make revisions and
improvements whenever needed for the purpose of maintaining and enhancing the effectiveness of
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10. Declaration by Top Management regarding the
Elimination of Relationships with Antisocial Forces

' N\
To eliminate any relationships with antisocial forces and prevent damage to the organization, Japan Post
Group has made the following declaration in line with the Fundamental Policy for Establishment of
Internal Control Systems.

1. Organizational response or a criminal court, or both. Japan Post Group
In firm recognition of its social responsibility will never negotiate in secrecy with antisocial
and to strengthen management based on forces, even if their unjustified demands are to
compliance, Japan Post Group, as an conceal matters related to any misconduct of
organization in its entirety, will ensure that any the Group’s own activities or that of its staff.
relationships with antisocial forces are
eliminated. 4. Cooperation with outside experts

Japan Post Group will establish close

2. Complete elimination of relationships, relationships with outside experts in
including transactions preparation for any unjustified demands by
Japan Post Group will have no relationships antisocial forces in order to ensure the safety
whatsoever with antisocial forces, including of its staff against such demands.
transactions.

5. Prohibiting financing for antisocial forces
3. Legal measures and prohibition of secret Japan Post Group will never engage in financing
negotiations for antisocial forces.
Japan Post Group will strongly refuse any
unjustified demands by antisocial forces and
will take legal measures, either via a civil court
- J

11. Disclosure Policy

Fundamental policy

Japan Post Group has stipulated in its Charter of Corporate Conduct to “ful-
fill our responsibility to explain our operations by conducting highly trans-
parent business operations and disclosing information in a fair manner” to
earn the trust of customers. To achieve sustainable growth and medium- to
long-term improvement in our enterprise value, Japan Post Holdings Co., Ltd.
(the “Company”) shall disclose information in a fair and accurate manner to
its shareholders, investors, and other stakeholders. In addition, the manage-
ment shall make efforts to actively communicate with them and share
among its own staff the requests, expectations, and so on obtained through
this communication.

Standards for information disclosure

The Company shall comply with the Financial Instruments and Exchange Act
of Japan, other applicable laws and regulations and the securities listing reg-
ulations stipulated by the Tokyo Stock Exchange, manage important infor-
mation about the Company and its subsidiaries, and swiftly disclose it in a
timely manner.

Moreover, the Company shall not only disclose information in accor-
dance with the aforementioned laws and regulations and other relevant
rules and regulations, but it shall also strive to voluntarily disclose informa-
tion that will contribute to the deepening of understanding of the Company
and its subsidiaries at occasions such as investor information meetings.

Establishment of internal systems

The Company shall strive to establish and reinforce its internal systems by
appointing the executive officer in charge of the Corporate Planning Division
to be responsible for establishing the internal system for our IR activities, so

JAPAN POST GROUP

that each division works together in an organic manner to ensure appropri-
ate information disclosure. Furthermore, the Company has established the
Disclosure Committee for discussions about information disclosure.

Method of disclosing information
The Company shall make disclosure as required based on the Financial
Instruments and Exchange Act of Japan, other related laws and regulations,
securities listing regulations of the Tokyo Stock Exchange, etc. through pre-
scribed means including the Electronic Disclosure for Investors' NETwork
(EDINET), which is operated by the Financial Services Agency, the Timely
Disclosure network (TDnet), which is operated by the Tokyo Stock
Exchange, and through the Company's website.

Disclosure of information through methods other than the above shall
be made through the Company's website and other means.

Future outlook

Information disclosed of the Company might include forward-looking state-
ments. Such statements have been prepared in accordance with judgments
made by the management based on the information available to the
Company at the time of disclosure and on certain assumptions that the
Company believes to be reasonable in making its predictions of the future,
thereby containing various risks, as well as some degree of indeterminacy
and uncertainty. Accordingly, actual figures and financial results may differ
from the forward-looking statements included in the disclosed information
depending on future business operation as well as changes in economic and
other circumstances.



